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	General Inspection Checklist

	Facility:  _______________________________________
Date of Inspection:  ______________________________
	


GENERAL INSPECTION CHECKLIST

This General Inspection Checklist is applicable to all disciplines of the laboratory.  Please complete as fully as possible.
SUMMARY OF CHECKLIST CHANGES

The following requirements have been revised, added, or deleted in this edition of the checklist.

REVISED Checklist Questions:

Question


Effective Date
GEN.3.180


January 1, 2012
ADDED Checklist Questions:

Question


Effective Date
DELETED Checklist Questions:

Question


Effective Date
GEN.9.380


January 1, 2012
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	GEN.1   ORGANIZATION

	
	
	

	Personnel

	
	
	

	GEN.1.10

Name of: 
	Chemistry
Urinalysis
	Hematology
	Microbiology
	Transfusion 

Medicine
	Anatomical Pathology
	POCT

	Laboratory physician responsible for this section
	
	
	
	
	
	

	Technical supervisor responsible for this section
	
	
	
	
	
	

	Consulting pathologist
	

	Consulting technologist
	


	GEN.1.20

List number of full time equivalents:
	Chemistry
Urinalysis
	Hematology
	Microbiology
	Transfusion 

Medicine
	Anatomical Pathology
	POCT

	Laboratory physicians
	
	
	
	
	
	

	Laboratory scientists
	
	
	
	
	
	

	Clinical biochemists
	
	
	
	
	
	

	Supervisory technologists
	
	
	
	
	
	

	Medical Laboratory Technologists
	
	
	
	
	
	

	Combined Lab & X-ray  Technicians
	
	
	
	
	
	

	Medical Laboratory Assistants
	
	
	
	
	
	

	Clerical staff
	
	
	
	
	
	


	GEN.1.30
	Is there an organizational plan for the laboratory?
	Yes   No   N/A

	
	
	

	
	Provide an organizational chart.
	

	
	
	

	GEN.1.40
	Is there a continuing education program for laboratory personnel?
	Yes   No   N/A

	
	
	

	GEN.1.50
	Are personnel records maintained on all employees?
	Yes   No   N/A

	
	
	

	
	Do personnel records include:
	

	GEN.1.60
	summary of training and experience?
	Yes   No   N/A

	
	
	

	GEN.1.70
	references from previous employers?
	Yes   No   N/A

	
	
	

	GEN.1.80
	certification status (CSMLS, MLT, CLXT, etc.)?
	Yes   No   N/A

	
	
	

	GEN.1.90
	competence assessment documents?
	Yes   No   N/A

	
	
	

	GEN.1.100
	continuing education taken?
	Yes   No   N/A

	
	
	

	GEN.1.110
	staff health – incident or accident report?
	Yes   No   N/A

	
	
	

	
	Standard:  Documentation of employment training and competency assessment is required.
	

	
	
	

	GEN.1.120
	Has the competence of each person to perform their assigned duties been assessed?
	Yes   No   N/A

	
	
	

	
	Standard:  The competence of each person to perform the duties assigned must be assessed following training, before performing patient testing.  Thereafter competence must be assessed annually.

Elements of competency assessment may include:
1. direct observations of routine patient test performance, including patient preparation (if applicable), specimen handling, processing and testing;

2. monitoring the recording and reporting of test results;

3. review of intermediate test results or worksheets, quality control records, proficiency testing results, and preventative maintenance records; 

4. direct observation of performance of instrument maintenance;

5. assessment of test performance through testing previously analyzed specimens, internal blind testing samples or external proficiency testing samples; and

6. evaluation of problem-solving skills.
	

	
	
	

	GEN.1.130
	If an employee fails to demonstrate satisfactory performance on the assessment, does the laboratory plan and document corrective action to retrain and reassess the employee’s competence?
	Yes   No   N/A

	
	
	

	
	Standard:  If it is determined that there are gaps in the individual’s knowledge, the employee should be re-educated and allowed to retake the portions of the assessment that fell below the laboratory’s guidelines.  If after re-education and training, the employee is unable to satisfactorily pass the assessment, then further action should be taken which may include supervisory review of work, re-assignment of duties or other actions deemed appropriate by the laboratory director.  
	


	GEN.1.135
	Are testing personnel tested for visual color discrimination?
	Yes   No   N/A

	

	      Standard: Testing personnel performing testing that requires color discrimination 

      should be evaluated for visual color discrimination.


	Physical Environment – Please answer each question “Yes”, “No” or “N/A”

	
	
	

	GEN.1.140
Is there adequate space allotted to:
	Chemistry
Urinalysis
	Hematology
	Microbiology
	Transfusion 

Medicine
	Anatomical Pathology

	Administrative/clerical
	
	
	
	
	

	Testing area
	
	
	
	
	

	Instruments
	
	
	
	
	

	Storage (incl. fridges)
	
	
	
	
	

	Out-patient collection
	
	
	
	
	


	GEN.1.150
Are the following acceptable in all areas of the laboratory:
	Chemistry
Urinalysis
	Hematology
	Microbiology
	Transfusion 

Medicine
	Anatomical Pathology

	Water taps, sinks, drains
	
	
	
	
	

	Emergency power 
	
	
	
	
	

	Electrical outlets
	
	
	
	
	

	Ventilation
	
	
	
	
	

	Lighting
	
	
	
	
	

	Temperature
	
	
	
	
	

	Noise level
	
	
	
	
	

	Telephones
	
	
	
	
	

	Computers
	
	
	
	
	

	Benches clean
	
	
	
	
	

	Hallways uncluttered
	
	
	
	
	


	GEN.1.160
	Are all work areas decontaminated daily or after any spill?  (including bio-safety cabinet, fume hood, bench tops, sinks, etc.)
	Yes   No   N/A

	
	
	

	
	Standard:  The concentration of disinfectant used depends on the nature of the spill and of the contaminated surface.  
	

	
	
	

	GEN.1.170
	Is there an effective supply inventory control system?
	Yes   No   N/A

	
	
	

	
	Standard:  The inventory control system should minimize emergency requisitions and avoid shortage of supplies.
	

	
	
	


	GEN.2   Proficiency Testing


Proficiency Testing (PT) – a program where multiple samples are periodically sent to a group of laboratories for analysis and/or identification, where each laboratory’s results are compared with those of other laboratories in the group and/or with an assigned value. 
Please answer the following questions “Yes”, “No” or “N/A”
	
	Chemistry
Urinalysis
	Hematology
	Microbiology
	Transfusion 

Medicine
	Anatomical Pathology
	POCT

	GEN.2.10
Is the laboratory enrolled in external PT?
	
	
	
	
	
	

	Standard:  Laboratories must participate in an external proficiency testing program.  The program must include all analytes on the laboratory test menu.  



	GEN.2.20
For analytes where graded PT is not available, is there an alternative assessment procedure in place?
	
	
	
	
	
	

	Standard:  Laboratories shall identify those tests for which PT is not available and develop an alternative assessment procedure.  Such testing may include split sample analysis. 



	GEN.2.30

Is alternative assessment performed twice a year and documented?
	
	
	
	
	
	

	Standard:  Alternative assessment procedures must be performed on those tests for which PT is not available twice a year and documented.



	GEN.2.40
Does the laboratory integrate all PT samples within the routine workload?
	
	
	
	
	
	

	GEN.2.50
Are PT samples analyzed by personnel who routinely test patient samples? 
	
	
	
	
	
	

	Standard:  PT samples shall be tested in the same manner as patient samples.  The educational purposes of PT are best served by a rotation that allows all technologists to be involved.



	
	
	
	
	
	
	

	GEN.2.60

Is there documentation of corrective action of unacceptable PT results?
	
	
	
	
	
	

	Standard:  Documentation of corrective action must include the specific reason for unacceptable results and actions taken to reduce the likelihood of reoccurrence.



	GEN.2.70

Is there documented evidence of review by the laboratory director or designate of the external PT results?  
	
	
	
	
	
	

	Standard:  Documented evidence of review, by the laboratory director or designate, of the PT results will be available.


	GEN.2.80

Are PT survey  results retained for two years?
	
	
	
	
	
	

	Standard:  PT results shall be retained for two years.




	GEN.3   Specimen Collection, Handling & Transportation

	
	
	

	GEN.3.10
	Is there a procedure manual for the collection and handling of laboratory specimens?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory must have a procedure manual or other source for the complete collection and handling instructions of laboratory specimens.
	

	
	
	

	GEN.3.20
	Is the Specimen Collection Manual reviewed annually, signed and dated and are changes approved before implementation?
	Yes   No   N/A

	
	
	

	
	Standard:  There must be documented annual review of all procedures and, as necessary, approval of changes by the laboratory director or designate.
	

	
	
	

	GEN.3.30
	Is the Specimen Collection Manual distributed to all specimen-collection areas within the hospital (ie. nursing stations, operating room, emergency dept., out-patient areas) AND to areas outside the hospital (ie. physician’s offices, special care homes, etc.)?
	Yes   No   N/A

	
	
	

	
	Standard:  Specific instructions for the proper collection and handling of specimens must be available at locations where specimens are collected and/or provided, whether this is done by laboratory personnel or others. 
	

	
	
	

	
	Does the specimen collection manual include instructions for the following:
	

	GEN.3.40
	Patient identification?
	Yes   No   N/A

	
	
	

	GEN.3.50
	Patient preparation?
	Yes   No   N/A

	
	
	

	GEN.3.60
	Specimen collection and labelling?
	Yes   No   N/A

	
	
	

	GEN.3.70
	Specimen preservation?
	Yes   No   N/A

	
	
	

	GEN.3.80
	Conditions for transportation?
	Yes   No   N/A

	
	
	

	GEN.3.90
	Storage before testing?
	Yes   No   N/A

	
	
	

	
	Standard:  The procedures for specimen collection must include the above elements, as applicable.
	

	
	
	

	GEN.3.100
	Do labelling instructions require at least two unique identifiers?
	Yes   No   N/A

	
	
	

	
	Standard:  The patient and the patient’s specimen must be positively identified at the time of collection.  Specimens must be positively identified after collection, not before, with a firmly attached label, bearing the following:  
· patient’s first and last names

· identification number
	

	
	
	

	GEN.3.110
	Are there criteria for rejection of unacceptable specimens, such as incorrect labelling, insufficient specimen and hemolysis? 
	Yes   No   N/A

	
	
	

	
	Standard:  Criteria must be available for unacceptable specimens and special handling of sub-optimal specimens.  There must be a mechanism to notify the requesting physician and to note the condition of the specimen on the report.  The laboratory should record that dialogue was held with the physician.
	

	
	
	

	GEN.3.120
	Is there a record of rejected specimens as well as corrective action?
	Yes   No   N/A

	
	
	

	GEN.3.130
	Is there documentation that all personnel performing patient blood collection have been trained in proper selection and use of equipment/supplies and collection techniques?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory must maintain records demonstrating that all personnel performing patient blood collection have been trained in the proper selection and use of equipment/supplies and collection techniques.  This includes phlebotomists and remote sites that are owned and operated by the laboratory.  
	

	
	
	

	GEN.3.140
	Is there a procedure for identifying patients? 
	Yes   No   N/A

	
	
	

	
	Standard:  There must be a procedure to ensure that the patient is positively identified before the specimen is collected.  (this includes outpatient, in-patient, sleeping, unconscious, etc.)  The information from the requisition must match the patient wristband which must be attached to the patient.  
	

	
	
	

	GEN.3.150
	Is the identity of the collector recorded for blood samples that are to be used for compatibility testing?
	Yes   No   N/A

	
	
	

	
	Standard:  Unequivocal identification of the person drawing the blood specimen shall be documented. The date and time of collection shall be documented.
	

	
	
	

	GEN.3.160
	Are unidentified emergency room patients identified with a unique number, until identification is confirmed?
	Yes   No   N/A

	
	
	

	
	Standard:  The unidentified emergency patient must be given some temporary but clear designation until positive identification is made.  In all cases, the name and permanent or temporary identification designation must be attached to the patient’s body by wristband. 
	

	
	
	

	GEN.3.170
	Is there a system to positively identify, at all times, all patient specimens, specimen types and specimen aliquots?
	Yes   No   N/A

	
	
	

	
	Standard:  All primary collection containers and their aliquots have a unique label which one can audit back to full particulars of patient identification, collection date, specimen type, etc.
	

	
	
	

	GEN.3.180
	If multiple specimens and those tests having sequential blood collection are received from the same patient, from the same procedure, are these all identified with the same accession number and sub-categorized by separate numbers (pathology specimens, glucose tolerance test)?
	Yes   No   N/A

	
	
	

	GEN.3.190
	Are specimens accessioned prior to arrival at the workstation?
	Yes   No   N/A

	
	
	

	
	Standard:   All specimens received must be documented in the laboratory. 
	

	
	
	

	GEN.3.200
	Is a record maintained of all specimens referred out?
	Yes   No   N/A

	
	
	

	GEN.3.210
	If specimens are referred to other laboratories, does the packaging and shipping comply with Transportation of Dangerous Goods?
	Yes   No   N/A

	
	
	

	GEN.3.220
	Is there documented certified training of all personnel in the packaging and shipping of infectious materials?
	Yes   No   N/A

	
	
	

	
	Standard:  Training should include adherence to regulations for transport of biohazards. Records of training shall be available. 
	

	
	
	

	GEN.3.230
	For specimens submitted to the laboratory from another facility, is there a documented tracking system to ensure that all specimens are actually received?
	Yes   No   N/A

	
	
	

	
	Standard:  Documentation should include time of dispatch and receipt, as well as condition of specimens upon receipt.  An example of an acceptable tracking system is submission of a packing list with each batch of patient specimens, which may be checked against the specimens received by the laboratory.
	


	GEN.4   Requisitions

	
	
	

	GEN.4.10
	Are all specimens accompanied by an adequate requisition?
	Yes   No   N/A

	
	
	

	
	Does the requisition include:
	

	GEN.4.20
	adequate patient identification – name and personal health number?
	Yes   No   N/A

	
	
	

	GEN.4.30
	ordering physician or authorized person ordering the test?
	Yes   No   N/A

	
	
	

	GEN.4.40
	date of birth and gender?
	Yes   No   N/A

	
	
	

	GEN.4.50
	date and time of collection?
	Yes   No   N/A

	
	
	

	GEN.4.60
	tests requested?
	Yes   No   N/A

	
	
	

	GEN.4.70
	source of specimen?
	Yes   No   N/A

	
	
	

	GEN.4.80
	clinical information, history or clinical diagnosis, when appropriate?
	Yes   No   N/A

	
	
	

	GEN.4.90
	accession number?
	Yes   No   N/A

	
	
	

	
	Standard:  The above elements should be included on the requisition.
	

	
	
	

	GEN.4.100
	Is the date and time that the specimen was received by the laboratory recorded?
	Yes   No   N/A

	
	
	

	
	
	

	GEN.5   Reports

	
	
	

	
	Do the report forms include:
	

	GEN.5.10
	patient name and personal health number?
	Yes   No   N/A

	
	
	

	GEN.5.20
	physician or authorized person ordering test?
	Yes   No   N/A

	
	
	

	GEN.5.30
	date and time of specimen collection?
	Yes   No   N/A

	
	
	

	GEN.5.40
	test result(s) and units of measurement (when applicable)?
	Yes   No   N/A

	
	
	

	GEN.5.50
	reference values?
	Yes   No   N/A

	
	
	

	GEN.5.60
	date and time of report release?
	Yes   No   N/A

	
	
	

	GEN.5.70
	conditions of specimen that may limit adequacy of testing?
	Yes   No   N/A

	
	
	

	GEN.5.80
	name of laboratory performing the test(s)?
	Yes   No   N/A

	
	
	

	GEN.5.90
	specimen source?
	Yes   No   N/A

	
	
	

	GEN.5.100
	specimen collected by?
	Yes   No   N/A

	
	
	

	
	Standard:  All of the above elements, as applicable, must be in the report that is available/sent to the clinician.
Note:  The identity of the technologist who performed the test should be traceable.
	

	
	
	

	GEN.5.110
	Are there established criteria for immediate notification of critical test results?
	Yes   No   N/A

	
	
	

	
	Standard:  The technologist must be familiar with critical results of laboratory tests.  
	

	
	
	

	GEN.5.120
	Is there documentation of notification to the proper clinical individual of results of all critical values?
	Yes   No   N/A

	
	
	

	
	Standard:  Documentation of notification to clinical individuals includes: date, time, laboratory individual, person notified and results.  
	

	
	
	

	GEN.5.130
	Does the laboratory have a policy regarding “read back” of critical values that are communicated verbally or by phone?
	Yes   No   N/A

	
	
	

	
	Standard:  Laboratory personnel must document read-back of critical values.
	

	
	
	

	
	Is confidentiality ensured for laboratory results received and distributed by the laboratory via:
	

	GEN.5.140
	Fax?
	Yes   No   N/A

	
	
	

	GEN.5.150
	Electronic Mail?
	Yes   No   N/A

	
	
	

	GEN.5.160
	Mail?
	Yes   No   N/A

	
	
	

	GEN.5.170
	Delivery?
	Yes   No   N/A

	
	
	

	
	Standard:  Patient confidentiality must be ensured during receipt or distribution of all test results.
	

	
	
	

	GEN.5.180
	Is there a procedure to identify and trace late/lost reports?
	Yes   No   N/A

	
	
	

	
	Standard:  The referring laboratory and not the referral laboratory shall be responsible for ensuring that referral laboratory examinations results and findings are provided to the person making the request.  
	

	
	
	

	GEN.5.190
	Is there a policy for retention of patient reports?
	Yes   No   N/A

	
	
	

	
	Standard:  Refer to LQAP Guidelines for Laboratory Practice, 2010 Edition
	

	
	
	

	GEN.5.200
	Does the laboratory promptly notify clinical personnel and issue a corrected report when errors are detected in patient test reports?
	Yes   No   N/A

	
	
	

	
	Standard:  When errors are detected in patient test reports, the laboratory must promptly notify responsible clinical personnel and issue a corrected report.
	

	
	
	

	GEN.5.210
	Is there a documented system to ensure that all revised reports for previously reported incorrect patient results are identified as amended on all forms of patient reports?
	Yes   No   N/A

	
	
	

	
	Standard:  Reports that display amended results must clearly indicate that the new result is a change from a previously reported result.  Both the correct and incorrect results should be reported together, and clearly indicate the current value and the date/time the corrected result was originally reported.
	

	
	
	

	GEN.5.220
	Is there a policy regarding the communication and documentation of reportable diseases?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory must have a policy to ensure that diagnoses of any reportable diseases are communicated to the responsible clinician and MHO in a timely manner.
	

	
	
	

	GEN.5.230
	Are all patient results reported with reference ranges?
	Yes   No   N/A

	
	
	

	
	Standard:  Reference ranges must accompany patient results.  Reporting results with reference ranges allows for correct interpretation of patient results. 
	

	
	
	

	GEN.5.240
	Are reference ranges verified or established by the laboratory for the population being tested?
	Yes   No   N/A

	
	
	

	
	Standard:   Age and gender specific reference ranges must be verified or established by the laboratory.  
	

	
	
	

	GEN.5.250
	Is there a stat list in place?
	Yes   No   N/A

	
	
	

	GEN.5.260
	Are stat results available within a reasonable time?
	Yes   No   N/A

	
	
	

	
	Standard:  A reasonable time for available STAT results is 1 hour after specimen receipt in the laboratory.
	

	
	
	

	GEN.5.270
	Are routine results available within a reasonable time?
	Yes   No   N/A

	
	
	

	
	Standard:  A reasonable time for available routine results is 4-8 hours, if receipt or collection of specimen is in the morning. 
	

	
	
	

	GEN.5.280
	Is the referral laboratory identified on the final report, if specimens are referred out?
	Yes   No   N/A


	GEN.6   Quality Management

	
	
	

	The laboratory must have a documented Quality Management (QM) program to systematically evaluate the quality and appropriateness of laboratory services.

	
	
	

	GEN.6.10
	Does the laboratory have a documented Quality Manual that outlines the QM system of the organization?
	Yes   No   N/A

	
	
	

	
	Standard:  There must be a document that summarizes the plan of the laboratory’s QM system.  The purpose of this document is to identify the goals and objectives of the QM system.  The structure of the QM plan may be based upon reference resources such as CLSI GP-22, GP-26, HS1 and the ISO15189 series.
	

	
	
	

	GEN.6.20
	Are there policies developed for each of the quality system essentials (QSEs)?
	Yes   No   N/A

	
	
	

	
	Standard:  CLSI has identified 12 QSEs which are fundamental components used to establish a quality management system.  
	

	
	
	

	GEN.6.30
	Does the QM program address all areas of the laboratory?
	Yes   No   N/A

	
	
	

	
	Standard:  The QM program must be implemented in all areas of the laboratory (ie. chemistry, anatomic pathology, point-of-care, etc.)  The program must include all aspects of the laboratory’s scope of care, such as inpatient, outpatient, and reference laboratory services.
	

	
	
	

	GEN.6.40
	Are key indicators of quality monitored and evaluated to detect problems and opportunities for improvement?
	Yes   No   N/A

	
	
	

	
	Standard:  Key indicators are those that reflect activities critical to patient outcome, that affect a large proportion of the laboratory’s patients, or that have been problematic in the past.  The laboratory must document that the selected indicators are regularly compared against a benchmark, where available and applicable.  The benchmark may be a practice guideline or the laboratory’s own experience.  New programs or services should be measured to evaluate their impact on laboratory service.  The number of monitored indicators should be consistent with the laboratory’s scope of care.

Examples of key indicators include, but are not limited to the following:

1. Patient/Specimen Identification – may be any of the following: percent of patient wristbands with error, percent of ordered tests with patient identification errors or percent of results with identification errors.

2. Test Order Accuracy – percent of test orders correctly entered into a laboratory computer.

3. Stat Test Turnaround Time – may be collection-to-reporting turnaround time or receipt-in-laboratory-to-reporting turnaround time of tests ordered with a “stat” priority.  Laboratories may monitor mean or median turnaround time or the percent of specimens with turnaround time that falls within an established limit.
4. Critical Value Reporting – percent of critical results with documentation that results have been reported to caregivers; percent of critical results for which the primary clinician cannot be contacted in a reasonable time.

5. Customer Satisfaction – must use a standardized satisfaction survey tool with a reference database of physician or nurse respondents. 

6. Specimen Acceptability – percent of general hematology and/or chemistry specimens accepted for testing.

7. Corrected Reports (General Laboratory) – percent of reports that are corrected.

8. Corrected Reports (Anatomic Pathology) – percent of reports that are corrected.

9. Surgical Pathology/Cytology Specimen Labelling – percent of requisitions or specimen containers with one or more errors of a pre-defined type.

10. Blood Component Wastage – percentage of red blood cell units or other blood components that are not transfused to patients and not returned to the blood component supplier.
11. Blood Culture Contamination – percent of blood cultures that grow bacteria that are highly likely to represent contaminants.
	

	
	
	

	GEN.6.50
	Does the laboratory review its records of errors and incident reports at defined intervals to identify trends and initiate corrective/preventive action?
	Yes   No   N/A

	
	
	

	
	Standard:  Recurring patterns of incidents must be addressed to identify systematic problems.  
	

	
	
	

	GEN.6.60
	Do the QM indicators include measures of pre-analytic variables?
	Yes   No   N/A

	
	
	

	
	Standard:  Pre-analytic variables include all steps in the process prior to the analytic phase of testing, starting with the physician’s order.  Examples include accuracy of transmission of physicians’ orders, specimen transport and preparation, requisition accuracy, quality of phlebotomy services, specimen acceptability rates, etc.
	

	
	
	

	GEN.6.70
	Do the quality management indicators include measures of analytic performance?
	Yes   No   N/A

	
	
	

	
	Standard:  The quality management program for the laboratory must be documented.  It must include general policies and assignment of responsibilities.  There must be defined procedures for monitoring of analytic performance, including:

1. number and frequency of controls;

2. establishment of tolerance limits; and

3. corrective actions based on data.
	

	
	
	

	GEN.6.80
	Do the QM indicators include measures of post-analytic variables?
	Yes   No   N/A

	
	
	

	
	Standard:  Post-analytic variables include all steps in the overall laboratory process between completion of the analytic phase of testing and results receipt by the requesting physician.  Examples are accuracy of data transmission across electronic interfaces, reflex testing, turnaround time from test completion to chart posting (paper and/or electronic) and interpretability of reports.
	

	
	
	

	GEN.6.90
	Have the referring physicians’ and patients’ satisfaction with the laboratory services been measured within the past two years?
	Yes   No   N/A

	
	
	

	
	Standard:  For patients, satisfaction with the phlebotomy service may be measured.  
	

	
	
	

	GEN.6.100
	Does the laboratory have a procedure for employees to communicate concerns about test quality and laboratory safety to management?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory must have a procedure that encourages employees to communicate any concerns or complaints with respect to the quality of patient testing and safety.  The investigation and analysis of employee complaints and suggestions, with corrective and/or preventative action as appropriate, should be part of the laboratory quality management plan and specifically addressed in the laboratory quality management records.
	

	
	
	

	GEN.6.110
	Is the quality management program evaluated at least annually for effectiveness?
	Yes   No   N/A

	
	
	

	
	Standard:  There must be documentation that the laboratory director or designate reviews the program at least annually.
	

	
	
	

	GEN.6.120
	Does the laboratory have a document control system?
	Yes   No   N/A

	
	
	

	Document Control:  A system used to track and store documents.

	
	
	

	
	Standard:  The laboratory needs to have a document control system to ensure that:

1. all copies of policies and procedures are current;

2. personnel have read the policies/procedures relevant to their jobs activities

3. all policies/procedures have been authorized by the laboratory director or designate before implementation;

4. policies and procedures are reviewed at least annually by the laboratory director or designate;

5. discontinued policies/procedures are kept in a separate file for a minimum of 2 years after the date of discontinuation (except in Transfusion Medicine – follow CSTM).

It is recommended that the laboratory maintain a control log listing all current policies and procedures and the locations of copies.  The control log may contain other information, as appropriate, such as dates when policies/procedures were placed into service, schedule of review, identity of reviewer(s) and dates when policies/procedures were discontinued.  Electronic manuals are acceptable.  
	

	
	
	

	GEN.6.130
	Are laboratory records and materials retained for the appropriate time?
	Yes   No   N/A

	
	
	

	
	Standard:  refer to Guidelines for Laboratory Practice - 2010; Retention Guideline.
	


GEN.7   

	Water Quality

	
	
	

	GEN.7.10
	Has the laboratory defined the specific type of water required for each of its testing procedures?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory must define the specific reagent grade of water necessary for each of its procedures.  The current edition of CLSI guideline C3-A4 defines grades of water.  
	

	
	
	

	GEN.7.20
	Does the laboratory have a procedure for monitoring water quality?
	Yes   No   N/A

	
	
	

	
	Standard:  Regular monitoring and trending of appropriate measured parameters must be carried out and documented to verify that water purification systems are working effectively.  The procedure must include microbial content and resistivity.  
	

	
	
	

	GEN.7.30
	Is there evidence of corrective action when water monitoring does not meet defined tolerance limits?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory should establish a procedure for responses to deviations from the established specifications. 
	

	
	
	


	GEN.8   Equipment

	
	
	

	Glassware

	
	
	

	GEN.8.10
	Are there appropriate documented procedures for handling and cleaning glassware, including methods for testing for detergent removal?
	Yes   No   N/A

	
	
	

	
	Standard:  Special instructions for micropipettes, cuvets, acid washing, etc. must be included.  The following test procedure is suitable for detecting detergent residues resulting from improper rinsing:
1. Rinse a small clean beaker by filling and emptying 3 times with source water.

2. Fill a fourth time and measure pH using  pH meter.  Record the pH as source water pH.

3. Take a piece of cleaned glassware you wish to test, fill about 10% with source water.  Use more water if necessary to get enough water to be able to sufficiently immerse the pH meter electrode.

4. Agitate water in glassware to extract residues from all possible surfaces.

5. Take pH reading with pH meter and record as glassware pH.

6. Any significant increase (0.2 or more) in pH indicates alkaline detergent residue. 
	

	
	
	

	

	

	Microscopes

	
	
	

	GEN.8.20
	Are there an adequate number of microscopes for the workload?
	Yes   No   N/A

	
	
	

	GEN.8.30
	Are all microscopes clean, well maintained and suitable for their intended use?
	Yes   No   N/A

	
	
	

	
	Standard:  Microscopes must be regularly serviced and maintained.
	

	
	
	

	GEN.8.40
	Is there an adequate selection of objective lenses for the specimens examined?
	Yes   No   N/A

	
	
	

	GEN.8.50
	Is there a procedure for Koehler illumination?
	Yes   No   N/A

	
	
	

	
	GLP:  There should be a procedure for Koehler illumination available.
	

	
	
	

	Centrifuges

	
	
	

	GEN.8.60
	Is there a schedule for maintenance of all centrifuges?
	Yes   No   N/A

	
	
	

	
	Standard:  Centrifuges should be kept clean and properly maintained.  A documented schedule for centrifuge maintenance must be available.
	

	
	
	

	GEN.8.70
	Are operating speeds checked and documented?
	Yes   No   N/A

	
	
	

	
	Standard:  Verification of RPM must be performed and documented at a minimum of once per year.  
	

	
	
	

	Balances

	
	
	

	GEN.8.80
	Are balances mounted on vibration-free benches?
	Yes   No   N/A

	
	
	

	GEN.8.90
	Are balances clean and regularly serviced?
	Yes   No   N/A

	
	
	

	GEN.8.100
	Are NIST reference weights available and used for checking accuracy?
	Yes   No   N/A

	
	
	

	
	Standard:   Balances must be checked at least every 6 months if used for weighing out materials to make up standard solutions.  For other purposes, annual verification may be adequate.  Accuracy must be verified when a new balance is installed and whenever a balance is moved.
	

	
	
	

	Autoclaves

	
	
	

	GEN.8.110
	Is the autoclave monitored weekly for proper functioning?
	Yes   No   N/A

	
	
	

	
	Standard:  All autoclaves must be monitored at least weekly for proper functioning using a biological indicator (eg. Bacillus stearothermophilus spores) or its chemical equivalent.
	

	
	
	

	
	
	

	Pipettes

	
	
	

	GEN.8.120
	Does your laboratory check pipettes for calibration?
	Yes   No   N/A

	
	
	

	
	Standard:  Calibration checks should be performed and documented:

1. Before being placed into service
2. Every six months thereafter

3. After major service and/or repair

4. Whenever necessary for troubleshooting
	

	
	
	

	Thermometers

	
	
	

	GEN.8.130
	Are certified thermometers used in the laboratory?
	Yes   No   N/A

	
	
	

	
	
	

	GEN.9   Laboratory Safety 

	
	
	

	Safety Procedures Manual

	
	
	

	GEN.9.10
	Are there safety policies and procedures available to all personnel?
	Yes   No   N/A

	
	
	

	
	Standard:  Safety procedures must be available to all personnel.  A system to ensure that all personnel have read the procedures, policies and recommendations is required and must form a portion of the orientation program for new personnel.  Posting of specific warnings or hazards as appropriate is urged.
	

	
	
	

	GEN.9.20
	Are Safety policies and procedures reviewed annually by the laboratory director or designate?
	Yes   No   N/A

	
	
	

	GEN.9.30
	Is there documentation of annual review by laboratory staff?
	Yes   No   N/A

	
	
	

	
	Does the Safety manual include the following:
	

	GEN.9.40
	General requirements?
	Yes   No   N/A

	
	
	

	GEN.9.50
	Fire prevention and control?
	Yes   No   N/A

	
	
	

	GEN.9.60
	Electrical hazards and safe handling procedures of electrical equipment?
	Yes   No   N/A

	
	
	

	GEN.9.70
	Hazardous chemicals and safe handling procedures for all toxic, corrosive and carcinogenic material in use?
	Yes   No   N/A

	
	
	

	GEN.9.80
	Compressed gas hazards and safe handling procedures for gases in use?
	Yes   No   N/A

	
	
	

	GEN.9.90
	Biological hazards control and procedures for instruments in use?
	Yes   No   N/A

	
	
	

	GEN.9.100
	Instruments hazards and safe handling procedures for instruments in use?
	Yes   No   N/A

	
	
	

	GEN.9.110
	Incident and accident reports?
	Yes   No   N/A

	
	
	

	GEN.9.120
	Internal and external disaster preparedness plans?
	Yes   No   N/A

	
	
	

	GEN.9.130
	Radiation safety?
	Yes   No   N/A

	
	
	

	GEN.9.140
	Hazardous/contaminated waste disposal policies and procedures?
	Yes   No   N/A

	
	
	

	GEN.9.150
	Have policies and procedures been developed regarding the reporting and documenting of all occupational injuries or illnesses that require medical treatment?
	Yes   No   N/A

	
	
	

	
	Standard:  There must be a mechanism for recording and reporting occupational illness, injury, adverse incidents or accidents and consequential actions, at the same time respecting the confidentiality of individuals.
	

	
	
	

	GEN.9.160
	Is there a safety officer to implement and assess a safety program in the laboratory or is there laboratory representation on a multi-disciplinary safety committee?
	Yes   No   N/A

	
	
	

	
	Standard:  The safety officer may be either the safety director of the healthcare facility in which the laboratory is located, or a specifically designated laboratory safety officer.
	

	
	
	

	GEN.9.170
	Is access to the laboratory area restricted to persons on official business?
	Yes   No   N/A

	
	
	

	
	Standard:  Only authorized personnel must have access to the laboratory.
	

	
	
	

	GEN.9.180
	Are biohazard signs posted on the laboratory doors warning of the agents in use?
	Yes   No   N/A

	
	
	

	
	Standard:  All entrances and exits to work areas must be marked as to the hazards present within. 
	

	
	
	

	GEN.9.190
	Is there a first aid kit?
	Yes   No   N/A

	
	
	

	GEN.9.200
	Is there a copy of CLSI Document GP17-A2 or a copy of the CSMLS Safety manual available to all personnel in the laboratory?
	Yes   No   N/A

	
	
	

	
	Standard:  Safety references must be available to all personnel.
	

	
	
	

	Fire Safety

	
	
	

	GEN.9.210
	Are there annual fire drills?
	Yes   No   N/A

	
	
	

	
	Standard:  Fire drills must prepare employees to respond safely in the event of a fire.  Announced or unannounced drills must be held in the laboratory.  All personnel should participate at least once a year.  All doors and windows should be closed as the personnel exit.  Evacuation via secondary exits should also be practiced. 
	

	
	
	

	GEN.9.220
	Is there an evacuation plan?
	Yes   No   N/A

	
	
	

	
	Standard:  The plan must address how to assist disabled persons as well as patients and visitors unfamiliar with the exit procedure.  
	

	
	
	

	GEN.9.230
	Are bulk flammables stored in safety room or cabinet?
	Yes   No   N/A

	
	
	

	
	Standard:  All bulk flammables must be stored in a safety room or cabinet.  No more than 1 gallon of class I, II and IIIA liquids may be stored on open shelving per 100 ft2 in any laboratory work area.  No more than 2 gallons of class I, II and IIIA liquids may be stored in safety cans per 100 ft2 in any laboratory work area.
	

	
	
	

	GEN.9.240
	Are storage areas adequately ventilated?
	Yes   No   N/A

	
	
	

	
	Standard:   Areas where flammable liquids are used must be ventilated for protection of employee health as well as fire prevention.
	

	
	
	

	GEN.9.250
	Are steps taken to reduce environmental hazard in disposal of flammable and volatile fluids?
	Yes   No   N/A

	
	
	

	
	Standard:  Steps should be taken to dispose of environmental hazards in a safe manner.  Follow  MSDS information for proper disposal.
	

	
	
	

	GEN.9.260
	Are incompatible chemicals segregated during storage into compatible storage combinations?
	Yes   No   N/A

	
	
	

	
	Standard:  Chemicals must be stored in compatible combinations.  Refer to the reactivity section of each MSDS sheet for each reagent.  Steps should be taken not to store mutually incompatible chemicals in the same area.
	

	
	
	

	Toxic, Corrosive, Carcinogen Materials 

	
	
	

	GEN.9.270
	Does the laboratory have a Chemical Hygiene Plan (CHP) which defines safety procedures for all hazardous chemicals?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory director or designate must ensure that there is a documented CHP that defines the safety procedures for all hazardous chemicals used in the laboratory.  An acceptable CHP contains the following:

1. responsibilities of laboratory director and supervisors;

2. designation of a qualified individual as the chemical hygiene officer; 

3. policies for all operations that involve the use of hazardous chemicals;

4. criteria for use of personal protective equipment and control devices;

5. criteria for exposure monitoring when permissible levels are exceeded;

6. provisions for medical consultations/examinations in case of exposure;

7. provisions for training employees in the element of the CHP;

8. a copy of the Occupational Health and Safety Act and Regulations for the laboratory;
9. handling requirements for all chemicals in the laboratory;

10. evaluation of chemicals (carcinogenic potential, toxicity).
	

	
	
	

	GEN.9.280
	Is there annual review of the laboratory’s CHP effectiveness?
	Yes   No   N/A

	
	
	

	
	Standard:  Documentation of annual review of CHP shall be available.  (safety committee meeting minutes, safety inspector findings, incident reports, statistics) 
	

	
	
	

	GEN.9.290
	Are WHMIS standards met?
	Yes   No   N/A

	
	
	

	
	Standard:  All chemicals in the laboratory must be labelled and handled according to WHMIS regulations.  
	

	
	
	

	GEN.9.300
	Do personnel use the proper personal protective equipment (PPE) (ie. gloves of appropriate composition, aprons and eye protection) when handling corrosive, flammable, bio-hazardous and carcinogenic substances?
	Yes   No   N/A

	
	
	

	
	Standard:  PPE must be available and used as outlined in the CHP.
	

	
	
	

	GEN.9.310
	Are bottle carriers used for hazardous chemicals with volumes in excess of 500mL?
	Yes   No   N/A

	
	
	

	
	Standard:  Bottle carriers must be utilized for transporting all glass containers larger than 500mL that contain hazardous chemicals.
	

	
	
	

	GEN.9.320
	Are all personnel aware of steps to be taken should exposure occur?
	Yes   No   N/A

	
	
	

	
	Standard:  Instructions and appropriate supplies must be available for the emergency treatment of chemical/carcinogenic exposure.
	

	
	
	

	GEN.9.330
	Are eyewashes located in the laboratory?
	Yes   No   N/A

	
	
	

	
	Standard:  Where there may be a risk to the eyes of a worker from corrosive or other harmful substances, an employer shall provide, at readily accessible locations, approved equipment to flush the eyes of the worker with lukewarm water or another appropriate liquid.
	

	
	
	

	GEN.9.340
	Is regular maintenance performed and documented for eyewashes?  
	Yes   No   N/A

	
	
	

	
	Standard:  Regular maintenance must be performed on all eyewashes.  (CSMLS Guidelines; Laboratory Safety, 6th Edition recommends weekly flushing of all eyewash stations) 
	

	
	
	

	GEN.9.350
	Are emergency showers located in the laboratory?
	Yes   No   N/A

	
	
	

	
	Standard:  Where there may be a risk of substantial contamination of a worker or of a worker’s clothing from corrosive or other harmful substances, an employer shall provide and maintain an approved and readily accessible means of bathing or showering the worker in lukewarm water.
Maintenance of emergency showers is recommended to be performed a minimum of bi-annually. 
	

	
	
	

	Electrical Safety

	
	
	

	GEN.9.360
	Are emergency outlets clearly identified?
	Yes   No   N/A

	
	
	

	GEN.9.370
	Are all electrical cords, plugs and receptacles in good repair and inspected regularly?
	Yes   No   N/A

	
	
	

	
	Standard:  Electrical safety checks should be conducted and documented.  Power cords should be inspected for integrity annually.
	

	
	
	

	Compressed Gases

	
	
	

	GEN.9.390
	Are flammable-gas cylinders stored in a separate, ventilated room which has a fire-resistance classification of at least two hours?
	Yes   No   N/A

	
	
	

	
	Standard:  Gas container storage for a laboratory should be in a separate room.  This room should be ventilated and have a two-hour fire rating and be ventilated.  Stored cylinders should not be stored with or near other flammable materials.
	

	
	
	

	GEN.9.400
	Are stationary cylinders properly restrained?
	Yes   No   N/A

	
	
	

	
	Standard:  Cylinders should be secured in an upright position at all times, preferably to wall mounts.
	

	
	
	

	Fume Hoods

	
	
	

	GEN.9.410
	Is a fume hood available?
	Yes   No   N/A

	
	
	

	
	Standard:  Fume hoods are used to handle solvents, toxic fumes and radioactive materials.  They are not meant to handle biological material as they have no ability to filer or heat-sterilize the exhaust fumes.
	

	
	
	

	GEN.9.420
	Is the fume hood appropriately situated to avoid air turbulence?
	Yes   No   N/A

	
	
	

	
	Standard:  It is essential to place fume hoods away from areas of variable air currents.  
	

	
	
	

	GEN.9.430
	Is the fume hood uncluttered so as not to compromise its effectiveness?
	Yes   No   N/A

	
	
	

	GEN.9.440
	Does the fume hood have a mechanism to signal if it is functioning?
	Yes   No   N/A

	
	
	

	
	Standard:  There must be a function verification schedule for each day of use .  Function verification schedule is dependent upon manufacturer’s specifications.
	

	
	
	

	GEN.9.450
	Is the fume hood certified annually to ensure that the filters are functioning properly and that airflow rates are appropriate?
	Yes   No   N/A

	
	
	

	
	Standard:  Check airflow rate with the meter and record.  Establish an accurate airflow rate on the unit at least annually.  Keep a dated record of this measurement.
	

	
	
	

	Biological Hazards

	
	
	

	GEN.9.460
	Are Standard Precautions practiced in the laboratory?
	Yes   No   N/A

	
	
	

	
	Standard:  Standard precautions must be used when handling all laboratory specimens.  
	

	
	
	

	GEN.9.470
	Is there a program for follow-up procedures after exposure to blood and body fluids?
	Yes   No   N/A

	
	
	

	
	Standard:  In event of exposure, a post-exposure follow-up plan should be followed:

· timely response

· documentation about the incident

· identification of the source patient

· testing of source patient’s blood (if consent has been obtained)

· testing of the employee’s blood (if consent is obtained)

· post-exposure prophylaxis, if indicated

· counselling
	

	
	
	

	GEN.9.480
	Is protective clothing required in areas where dangers of contamination exist?
	Yes   No   N/A

	
	
	

	GEN.9.490
	Have personnel been instructed in the proper use of protective clothing?
	Yes   No   N/A

	
	
	

	
	Standard:  The facility must provide appropriate PPE.  Employees must be instructed when and how to use this equipment.
	

	
	
	

	GEN.9.500
	Is there a policy forbidding wearing of protective clothing outside of the laboratory?
	Yes   No   N/A

	
	
	

	
	Standard:  All PPE must be removed before leaving the laboratory.
	

	
	
	

	GEN.9.510
	Are gloves worn? 
	Yes   No   N/A

	
	
	

	
	Gloves must be worn for all procedures that might involve direct skin contact with biohazardous material.
	

	
	
	

	GEN.9.520
	Is there written instruction for the proper use and care of disposable gloves?
	Yes   No   N/A

	
	
	

	
	Standard:  Gloves must be available and recommended for use by all laboratory personnel.  Instructions for proper use and care should include:

1. properly fitting gloves

2. replacing gloves immediately when torn or contaminated

3. not washing or disinfecting gloves for re-use

4. de-contamination of hands after removal of gloves.
	

	
	
	

	
	Laboratory workers must be trained to practice aseptic technique when putting gloves on and removing them.  Gloves should be removed and hands washed prior to leaving the laboratory.
	

	
	
	

	GEN.9.530
	Are there documented policies that prohibit smoking, eating, drinking, application of cosmetics and lip balm, manipulation of contact lenses and mouth pipetting in all technical work areas?
	Yes   No   N/A

	
	
	

	
	Standard:  Eating, drinking and smoking must not be permitted in the laboratory.  Direct and indirect hand-to-face contact should be avoided (ie. application of cosmetics, insertion or removal of contact lenses).

Mouth pipetting is a historical technique and should be forbidden.
	

	
	
	

	GEN.9.540
	Are only closed toe and heel footwear worn by laboratory personnel?
	Yes   No   N/A

	
	
	

	
	Standard:  Shoes must cover the entire foot.
	

	
	
	

	GEN.9.550
	Is long hair tied back so that it cannot come into contact with hands, specimens and equipment?
	Yes   No   N/A

	
	
	

	
	Standard:  Tie back long hair, loose articles of clothing, or jewellery especially when working with mechanized equipment or open flames.
	

	
	
	

	GEN.9.560
	Are there criteria prohibiting the recapping, purposeful bending, breaking, removal from disposable syringes, or other manual manipulations of needles?
	Yes   No   N/A

	
	
	

	
	Standard:  Needles must not be re-sheathed, bent, broken, or cut, nor should they be removed from disposable syringes.
	

	
	
	

	GEN.9.570
	Is there a written procedure for cleanup of biological spills?
	Yes   No   N/A

	
	
	

	
	Standard:  A “biohazard spill kit” containing all the materials and protective equipment needed should be prepared and made available in all areas where spills are likely to occur.
	

	
	
	

	Biological Safety Cabinets

	
	
	

	GEN.9.580
	Is a biological safety cabinet used for handling all specimens or organisms considered to be highly contagious by airborne routes?
	Yes   No   N/A

	
	
	

	
	Standard:  Biological safety cabinets must be used for procedures that may produce infectious aerosols that involve high concentrations or large volumes of bio-hazardous material.
	

	
	
	

	GEN.9.590
	Does the biological safety cabinet meet minimum requirements for the work performed in it, as described in the Health Canada Laboratory Biosafety Guidelines? 
	Yes   No   N/A

	
	
	

	
	Standard:  Biological Safety Cabinets must be selected for the work performed to meet the established guidelines detailed by Health Canada.
	

	
	
	

	
	Type of biological safety cabinet used:
	

	GEN.9.600
	Class I – protect operator
	Yes   No   N/A

	
	
	

	GEN.9.610
	Class II – protect operator plus specimen
	Yes   No   N/A

	
	
	

	GEN.9.620
	Class III – protect operator plus specimen, airtight
	Yes   No   N/A

	
	
	

	GEN.9.630
	Is the biological safety cabinet certified annually (and documented)?
	Yes   No   N/A

	
	
	

	
	Standard:   The correct operation of Biological safety cabinets must be verified before they are used and then annually, and after any repairs or relocation.  A copy of the certification report must be provided to the user and kept on file.  A label indicating the date of the certification, the date of the next certification and to what standard the tests were performed should be affixed to the exterior of the cabinet.
	

	
	
	

	GEN.9.640
	Is the cabinet appropriated situated to avoid/minimize air turbulence?
	Yes   No   N/A

	
	
	

	
	Standard:  It is essential to place biosafety cabinets away from areas of variable air currents.  
	

	
	
	

	GEN.9.650
	Is the cabinet uncluttered so as not to compromise its effectiveness?
	Yes   No   N/A

	
	
	

	GEN.9.660
	Does the cabinet have a mechanism to signal when it is inoperative?
	Yes   No   N/A

	
	
	

	
	Standard:  There must be a function verification schedule for each day of use. Function verification schedule is dependent upon manufacturer’s specifications.
	

	
	
	

	Contaminated Waste

	
	
	

	GEN.9.670
	Are there policies and procedures for waste management?
	Yes   No   N/A

	
	
	

	
	Standard:  Each laboratory is responsible for the safe disposal of its contaminated waste.
	

	
	
	

	GEN.9.680
	Are contaminated needles and other sharps discarded in clearly labelled puncture resistant containers? 
	Yes   No   N/A

	
	
	

	
	Standard:  Needles must be discarded into rigid, puncture-resistant containers.
	

	
	
	

	GEN.9.690
	Are solid wastes, such as blood collection tubes and glassware safely disposed of?
	Yes   No   N/A

	
	
	

	
	Standard:  All infectious wastes must be discarded into ‘biohazard’ labelled containers that do not leak and have solid, tight-fitting lids. 
	

	
	
	

	GEN.9.700
	If waste is incinerated, is the incinerator provincially certified for the elimination of hazardous waste?
	Yes   No   N/A

	
	
	

	
	Standard:  Incineration facilities must be provincially certified for the elimination of hazardous waste.
	

	
	
	

	
	
	

	GEN.10   Laboratory Information System (LIS)

	
	
	

	Procedure Manuals

	
	
	

	GEN.10.10
	Are LIS manuals available for authorized users?
	Yes   No   N/A

	
	
	

	
	Standard:  Procedures must be applicable to the level of use of the system. 
	

	
	
	

	GEN.10.20
	Is there documentation that the LIS procedures are reviewed at least annually by the laboratory director or designate?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory director or designate must review the LIS manual at least annually.
	

	
	
	

	GEN.10.30
	Are there procedures for the restoration of data and equipment in case of an unexpected destructive event (ie. fire, flood) software failure and hardware failure?
	Yes   No   N/A

	
	
	

	
	Standard:  A plan must be created for the laboratory’s ‘worst case’ computer scenario.
	

	
	
	

	System Security

	
	
	

	GEN.10.40
	Are there policies that specify who may use the computer system to enter or access patient data, change results or alter programs?
	Yes   No   N/A

	
	
	

	
	Standard:  Policies must be established stating who may use the computer system.  Policies must define those who may only access patient data and users who are authorized to enter patient results, change results, or alter computer programs.
	

	
	
	

	GEN.10.50
	Are computer access codes (security codes, user codes) used to limit access to only those functions the individuals are authorized to use, and is the security of access codes maintained (ie. deleted when employees leave, not posted on terminals)?
	Yes   No   N/A

	
	
	

	
	Standard:  It is important to have restrictions or levels of security established for all applications or functions within the system.  It is also recommended that a policy stating that passwords expire is in place, requiring users to define a new password periodically.
	

	
	
	

	Data Entry and Reports

	
	
	

	GEN.10.60
	If the laboratory uses auto-verification procedures for tests performed on any instrumentation, is there a signed policy by the laboratory director approving this action?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory must have a policy signed by the laboratory director that approves auto-verification procedures.
	

	
	
	

	GEN.10.70
	Is there documentation that the auto-verification process was validated initially, is tested at least annually and whenever there is a change to the system?
	Yes   No   N/A

	
	
	

	
	Standard:  Validation must be performed at implementation and when any change is made to the system parameters.  Every test that qualifies for auto-verification must be validated.
	

	
	
	

	GEN.10.80
	Is there documentation that calculations performed on patient data by the computer are reviewed annually?
	Yes   No   N/A

	
	
	

	
	Standard:  Calculations should be validated annually and when changes or revisions are made to the database and/or specific procedure.
	

	
	
	

	GEN.10.90
	Are manual result entries verified before final acceptance and reporting by the computer?
	Yes   No   N/A

	
	
	

	
	Standard:  Data entered into the computer system must be reviewed by an authorized individual who verifies the accuracy of the input data before final acceptance and reporting by the computer.
	

	
	
	

	GEN.10.100
	Does the system provide an audit trail to document each person involved when individual tests of a single test order (ie. multiple tests with same accession number) are performed by separate individuals and the test result is entered into the LIS? 
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory should be able to identify the responsible personnel who performed each test and posted the data.  This includes sequential corrections made to a single test result. If auto-verification is used, then the audit trail should reflect that the result was verified automatically at a given time. 
	

	
	
	

	GEN.10.110
	Does the audit trail identify all individuals who have modified patient data, control files or computer programs?
	Yes   No   N/A

	
	
	

	
	Standard:  The laboratory should be able to identify the responsible personnel who performed each test and posted the data.  This includes sequential corrections made to a single test result.
	

	
	
	

	GEN.10.120
	Does the system provide for comments on specimen quality that might compromise the accuracy of analytic results (ie. hemolyzed, lipemic)?
	Yes   No   N/A

	
	
	

	Data Retrieval and Storage

	
	
	

	GEN.10.130
	Can archived patient results be retrieved when necessary and can a complete copy of archived test results be reprinted, including original reference ranges and interpretive comments?
	Yes   No   N/A

	
	
	

	
	Standard:  It is critical that the LIS stores and retrieves data accurately.  Pending, amended and corrected reports must be able to be retrieved as an exact duplicate.
	

	
	
	

	GEN.10.140
	Are multiple identical analyzers uniquely identified in order that a test result may be appropriately traced back to the instrument that performed the test?
	Yes   No   N/A

	
	
	

	
	Standard:  This information may be stored in the LIS. 
	

	
	
	

	GEN.10.150
	Is storage data media stored and protected from damage or unauthorized use?
	Yes   No   N/A

	
	
	

	
	Standard:  Physical access to the facility that houses the CPU and disk storage devices should be as secure as the data that reside on the equipment.
	

	
	
	

	GEN.10.160
	Is there a record of unscheduled downtime, system degradation (response time) or other computer problems that includes reasons for failure and corrective actions taken?
	Yes   No   N/A

	
	
	

	
	Standard:  The plan should include a method to document any unexpected outcomes or process failures.  Actions taken to correct the identified issues or the implementation of any process changes should also be documented.
	

	
	
	

	GEN.10.170
	Are computer error messages that alert computer users of imminent problems monitored?
	Yes   No   N/A

	
	
	

	
	Standard:  Computer error messages come in many forms and usually signify an event that requires immediate attention to rectify a situation.  (ie. system errors, low disk space warnings, database validation errors, exceeding environmental limits)  There should be a defined system of notification and response to the situation.
	

	
	
	

	Hardware and Software

	
	
	

	GEN.10.180
	Is there documentation that programs are adequately tested for proper functioning when first installed and after any changes or modifications have been made?
	Yes   No   N/A

	
	
	

	
	Standard:  Computer programs must be checked for proper performance when first installed, and after changes or modifications have been made.
	

	
	
	

	GEN.10.190
	Is there documentation that all appropriate users of the computer system receive adequate training initially and whenever the computer system is modified or a new system is installed?
	Yes   No   N/A

	
	
	

	
	Standard:  The users of the LIS must initially be taught how to use a new system and whenever there are modifications of an existing system.  There must be documentation of these training activities.
	

	
	
	

	System Maintenance

	
	
	

	GEN.10.200
	Are there documented procedures to ensure data integrity, uninterrupted delivery of laboratory services and workflow during partial or complete downtime and recovery of the system?
	Yes   No   N/A

	
	
	

	
	Standard:  There must be documented procedures for handling shutdown and restarting of all or part of the computer system to ensure integrity of the data, uninterrupted delivery of laboratory services and to document proper functioning of the system after restarting. 
	

	
	
	

	GEN.10.210
	Are there documented procedures for the changes in laboratory functions necessary during the partial or complete shutdown and recovery of systems that interface with the laboratory system?
	Yes   No   N/A

	
	
	

	
	Standard:  There must be documented procedures for handling downtime on other computer systems such as the hospital information system to ensure the integrity of patient data.  Procedures for verifying recovery of the other system and the replacement or updating of data files must be available.
	

	
	
	

	GEN.10.220
	Is there a documented schedule, procedure and active review for regular maintenance of hardware and software either by maintenance contracts or documented in-house procedures?
	Yes   No   N/A

	
	
	

	
	Standard:  A documented procedure and a complete, up-to-date record of preventative maintenance must be readily available for all computer hardware.
	

	
	
	

	GEN.10.230
	Are service and repair records available for all hardware and software?
	Yes   No   N/A

	
	
	

	
	Standard:  All LIS records must be kept for minimum of 2 years.
	

	
	
	

	Networks

	
	
	

	GEN.10.240
	Is there periodic monitoring of network, performance and availability to all sites?
	Yes   No   N/A

	
	
	

	
	Standard:  Networks are the medium of data transport.  Period review of collision rates, throughput and downtimes should be conducted to assist in network maintenance and design.
	

	
	
	

	GEN.10.250
	Is the network equipment accessible, well-maintained and adequately labelled, showing which devices are using a specific port?
	Yes   No   N/A

	
	
	

	
	Standard:  Network equipment should be maintained, clean and accessible.  Additionally, cables and ports should be monitored so that a device can be found quickly in case of network failure.
	


SIGNATURES

Completed

This checklist was completed by: _____________________________________________________________________ 






Name & Professional Designation
(Please Print)

Signature: ___________________________________________________________    Date: ______________________

Reviewed 

This checklist was reviewed by: ______________________________________________________________________






Name, Title & Professional Designation      (Please Print)

Signature: ___________________________________________________________    Date: ______________________
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